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Abstract - Indonesia’s 64 million small- and medium-sized enterprises (SMEs) generate 61 % of national GDP yet remain the prime
target of increasingly Al-driven cyber-attacks. In 2024 alone, more than 361 million traffic anomalies were recorded, with malware
and advanced phishing dominating the threat landscape. This article conducts a structured literature and policy review (2019-2025)
to synthesise global adaptive-security frameworks (NIST SP 800-207, ISO 27001:2022, ENISA) and map their applicability to
Indonesian SMEs under Personal Data Protection Law No. 27/2022. Findings reveal three persistent gaps: limited adaptive
monitoring, low regulatory compliance, and scarce cyber-skills. We propose an Adaptive Cybersecurity Roadmap for SMEs
comprising: (1) baseline risk-aware training, (2) lightweight Zero-Trust pilots, and (3) Al-enabled anomaly detection with post-
quantum readiness. The roadmap aligns technical controls with phased incentives and public-private support schemes. Policy
implications underscore the need for simplified compliance toolkits and tax-based security subsidies. Future research should evaluate

roadmap deployment across sectors and measure resilience gains empirically.
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I. INTRODUCTION

Indonesia’s rapid digital transformation driven by cloud
adoption, Al, IoT, and SME digitalization has significantly
expanded its cybersecurity threat landscape. In 2023 alone,
over 361 million cyber anomalies were recorded, placing
Indonesia among the most targeted countries globally [1].
Despite growing awareness, most SMEs still lack preventive
measures and early detection systems [2], leaving critical gaps
in national resilience. To address this, the government
introduced the Indonesia  Advanced Cybersecurity
Implementation Framework (IACIF), promoting Zero Trust
Architecture, quantum-safe infrastructure, and Al-powered
threat intelligence [3]. This paper examines how cybersecurity
entrepreneurship and risk management can strengthen
Indonesia’s cybersecurity ecosystem, particularly for SMEs.
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II. LITERATURE BASED ANALYSIS OF CYBERSECURITY
FRAMEWORKS AND SME READINESS

This section synthesizes developments from global
academic discourse and best-practice frameworks, notably
ISO/IEC 27001, the NIST Cybersecurity Framework, and
ENISA reports, tracing their transformation from compliance-
based to adaptive, intelligence-driven security. Recent studies
emphasize how concepts such as adaptive cybersecurity, Zero
Trust Architecture, and quantum-safe infrastructure have
transitioned from theoretical models to practical requirements,
particularly in environments with rapid digital transformation
like Indonesia.

Drawing from Indonesian regulatory documents (e.g.,
BSSN, UU PDP) and recent national surveys, we map these
global concepts onto the specific landscape of Indonesian
SMEs, highlighting both the challenges and emerging
opportunities in local implementation.

A. Emerging Threat Vectors in the Digital Age

Digital transformation driven by cloud computing, Al, IoT,
and remote work has significantly broadened the cyber-attack
surface, prompting more sophisticated and frequent threats.
For instance, ransomware and phishing remain dominant
vectors, while Al-powered attacks facilitate deepfake-based
deception and advanced malware [4]. A prominent threat
source is the IoT ecosystem: millions of connected devices
with minimal built-in security are increasingly commandeered
into botnets (e.g., Mirai, Ripple20), enabling large-scale
DDoS attacks and wunauthorized access to critical
infrastructure [5], [6].

One comprehensive 2024 survey highlights this upward
trend, noting how adversaries exploit weak authentication and
unpatched firmware to initiate multi-stage exploits across the
network [7]. These trends demand adaptive defense strategies
that transcend perimeter-centric models, emphasizing
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continuous monitoring, real-time threat intelligence, and
proactive patch management.

Cyber Threats Indonesia 2024
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Fig. 1. Indonesia Cyber Threat Landscape by Attack Type,
2024,

As illustrated in Figure 1, Indonesia recorded over 361
million cybersecurity anomalies in 2024, placing it among the
top five most frequently targeted countries globally. The
breakdown reveals that malware (42.79%), trojans (35.40%),
and information leakage (9.35%) were the most prevalent
threats, indicating a growing need for tailored defense
mechanisms, especially within critical sectors like finance,
healthcare, and small enterprises.

B. SME Vulnerability and Underpreparedness

Small and medium-sized enterprises (SMEs), which
constitute over 99% of businesses in Indonesia and employ
more than 97% of the national workforce, are particularly
vulnerable to cyber threats. A systematic review of SME
cybersecurity literature highlights three primary deficiencies:
limited awareness, constrained financial resources, and low
cybersecurity literacy among leadership and staff [8].
Although similar trends are observed globally, Indonesia faces
specific structural and educational challenges. According to a
2024 national report, over 90% of Indonesian SMEs lack basic
cybersecurity protection, and only 12% have ever conducted
formal cybersecurity training.

Empirical evidence shows that 34% of small businesses and
43% of medium-sized businesses experienced at least one
cyber incident in a recent 12-month period, with average
financial losses reaching approximately US $46,000-97,000
per incident [9]. A 2023 study by UGM and BSSN found that
81.3% of Indonesian SMEs had never conducted
cybersecurity risk assessments, while many adopted basic
security measures such as antivirus software and firewalls,
very few implemented formal policies, incident response plans,
or structured training programs [10]. This parallels conditions
in Indonesia, where 81.3% of SMEs have never undergone a
cybersecurity risk assessment, and 75% rely solely on free
software tools with no update mechanism or vendor support.

These findings emphasize that SMEs often underestimate
their risk, leading to inadequate investment in prevention,
detection, and response capabilities [11]. This vulnerability is
even more pronounced in resource-limited SMEs operating in

emerging economies [8], where lack of infrastructure and
regulatory support further exacerbate the challenge.
Addressing these gaps requires not only affordable technology
solutions but also education, policy incentives, and
ecosystem-level collaboration.

Layered Cybersecurity
Vulnerabilities among SMEs

External
Threats
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Awareness

/ Resource Constraints \

Fig. 2. Layered Cybersecurity Vulnerabilities among SME:s.

As illustrated in Fig. 2, these issues form a layered structure
of vulnerability. At the base lies resource constraints, followed
by limited internal awareness and capabilities, and
culminating in elevated exposure to external threats that SMEs
are often ill-equipped to handle.

C. Evolution of Cyber Risk Management Approaches

In the early era of enterprise cybersecurity, risk
management was almost synonymous with ensuring
compliance to established checklists such as ISO/IEC 27001
and the original NIST Cybersecurity Framework [12]. These
foundational standards provided clear but rigid procedures for
risk identification, assessment, and mitigation, typically
enforced through scheduled audits and static control lists.
However, the growing adoption of cloud computing, [oT, and
artificial intelligence has exposed the limitations of static,
perimeter-based defense models. Increasingly fluid network
boundaries and complex threat environments have rendered
traditional ~ compliance  approaches insufficient  for
safeguarding digital assets in real time [13].

Academic literature charts a global transition from
compliance-centric to adaptive risk management frameworks.
ISO/IEC 27001:2013 introduced risk-based thinking but
remained primarily focused on audit cycles [12]. The
publication of NIST SP 800-207 in 2020 marked a major
milestone by formalizing Zero Trust Architecture,
emphasizing continuous identity verification and least
privilege access across all network layers [15]. This approach
embodies the principle of adaptive security, where policies
and controls dynamically respond to user context, device
posture, and the evolving threat landscape. ENISA’s
“Adaptive Security” reports further advocate for analytics-
driven, automated, and context-aware controls, underscoring
the necessity of continuous monitoring and real-time response
[9].

These evolving theoretical and technical models are now
increasingly reflected in the Indonesian context. The
Advanced Cybersecurity Implementation Framework (IACIF)
integrates machine learning-based threat detection and
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provides a phased roadmap for quantum-safe infrastructure
adoption [3]. Empirical studies from Indonesia, including
recent UGM and BSSN surveys, indicate rising interest in
adaptive controls and Zero Trust pilots, even as overall
maturity levels remain variable among SMEs [10], [24]. The
implementation of automated incident response systems and
digital literacy initiatives illustrates a concerted national effort
to bridge the gap between international frameworks and
practical realities for Indonesian organizations [25], [27].

Table 1 provides a summary of the key global frameworks
in risk management, highlighting their principal features and
specific relevance to Indonesia’s cybersecurity ecosystem.

TABLEI
EVOLUTION OF RISK MANAGEMENT FRAMEWORKS AND THEIR RELEVANCE
IN INDONESIA
Year Milestone / Key Features Relevance to
Framework Indonesia and
SMEs
2013 ISO/IEC Introduced risk- Still main
27001:2013 [12] | based controls, reference in
formalized SME security
ISMS audits audits
2018 ENISA Advocated Inspired the
Adaptive analytics-driven IACIF’s
Security Report and adaptive emphasis on
[9] security adaptivity
2020 NIST SP 800- Formalized Adopted in
207 Zero Trust continuous IACIF and
Architecture authentication national SME
[15] and least pilots
privilege
2022 ISO/IEC Added adaptive Forms new
27001:2022 [12] control baseline for
requirements compliance
and cloud efforts
security focus
2023 NIST SP 800- Provided Relevant for
82r3 (OT segmentation Indonesian
Security) [22] and real-time industrial
monitoring for SMEs
OT/IoT
2024 IACIF Integrated ML- Directly
(Indonesia) [3] | based detection influences
and quantum- SME
safe readiness digitalization
and national
policy
2025 IBM Linked Al, Guides
Responsible adaptive Indonesia’s
Al and security, and national
Security White quantum cybersecurity
Paper [32] readiness in roadmap
governance

The progression of these frameworks and the resulting shift
in national strategy are further illustrated in Fig. 3, which
visualizes the journey from static, audit-based compliance to
adaptive, intelligence-driven cybersecurity governance in the
Indonesian context [28].

. . Threat Adaptive
Compliance Risk-Based Intelligencoe- Security
Driven
Periodic Adaptive _ Zero Trust
auditsand security Real-time and continuouus
static controls models analysis of validation

behaviors

Fig. 3. Timeline of Cybersecurity Risk Management
Evolution in Indonesia.

This diagram highlights key inflection points, beginning
with traditional compliance frameworks, followed by the
gradual integration of adaptive controls, Zero Trust
Architecture, and post-quantum cryptography pilots. It
underscores the increasingly central role of intelligence-driven
risk management within Indonesia’s national strategy,
especially for SMEs and emerging digital sectors [24], [28].

Taken together, the evolution of global frameworks and
their adoption in Indonesia demonstrate a significant paradigm
shift. The literature confirms that adaptive, context-aware
security approaches are not only a theoretical ideal but are
also becoming embedded in Indonesian policy and practice,
driven by both regulatory pressures and technological change
[3], [24], [27]. As SMEs increasingly face sophisticated
threats, bridging the gap between international standards and
local implementation remains critical for national cyber
resilience.

D. Regulatory and Compliance Challenges in the Indonesian
Context

Indonesia has made significant progress in cybersecurity
regulation through Law No.27 of 2022 on Personal Data
Protection (PDP Law) and BSSN Regulation No. 4 of 2021 on
electronic system security. However, awareness and adoption
among SMEs remain minimal. Research shows that
Indonesian MSMEs scored low on PDP Law awareness
(mean 3.13/5), with marked gaps in practices like consent
management (mean 3.49) and Data Protection Officer
appointment (mean 2.98) [12].

Although organizational response is often reactive driven
by tenders or data breaches regulation can still foster internal
process improvements and customer trust [13]. For example,
e-commerce firms improved privacy policies and data
handling practices under PDP Law pressure [13]. Meanwhile,
compliance-as-a-service startups are emerging, offering
automated audits, policy drafting, and virtual training to SMEs
[14].

To bridge the gap, regulation must be simplified and
tailored: sector-specific compliance toolkits, public-private
initiatives, and clearer guidance frameworks are essential.
When compliance is seen as trust infrastructure rather than a
checkbox, it can enhance SME competitiveness and national
cyber resilience [15].

E. Technology Integration and Security Complexity

133



The integration of cutting-edge technologies such as Al,
cloud, IoT, and the convergence of Information Technology
(IT) with Operational Technology (OT) has heightened
cybersecurity complexity. In the IoT ecosystem, millions of
resource-constrained devices with diverse firmware platforms
and minimal oversight expand the attack surface tremendously
[17], [18]. Studies indicate that SMEs often outsource loT
security management due to insufficient in-house capabilities,
creating new dependency and compliance risks [19]. Industrial
settings further amplify this challenge: the IT/OT convergence
exposes critical infrastructure like SCADA and PLC systems
to Internet-borne threats, with traditional security tools
proving inadequate [20], [21]. For example, the 2023 NIST
guide (SP 800-82r3) emphasizes the need for segmented
networks, device hardening, and real-time monitoring in OT
environments [22]. These complex environments call for
multi-layered defense strategies combining microservice-
based security, Al-driven anomaly detection, and strict
governance frameworks such as IEC 62443 [23], which help
manage heterogeneous device ecosystems. The increasing
intricacy of technology integration underscores the importance
of adaptive risk controls, cross-domain coordination, and
cybersecurity solutions tailored to the SME and industrial
context.

III. METHODOLOGY

This paper employs a structured literature and policy
review approach to systematically analyze adaptive
cybersecurity risk management in Indonesian SMEs.

A. Research Design

This study adopts a structured literature and policy review
methodology, integrating both global frameworks and
Indonesian-specific developments relevant to adaptive
cybersecurity risk management. The objective is to synthesize
best practices and empirical findings for strengthening SME
cybersecurity and supporting digital transformation in
Indonesia [2], [3], [12].

B. Data Sources and Search Strategy

Sources were identified through systematic keyword
searches in academic databases (IEEE Xplore, Scopus,
Google Scholar) and official institutional repositories such as
BSSN, Kominfo, OJK, NIST, ISO, and ENISA [1], [3], [9],
[12], [22], [36]. The search covered publications from 2019 to
2025, in both English and Bahasa Indonesia. Keywords
included “adaptive cybersecurity,” “SME risk management,”
“Zero  Trust,”  “Al-driven threats,” “quantum-safe
infrastructure,” and “Indonesia PDP Law” [3], [9], [12].

C. Inclusion and Exclusion Criteria
Inclusion criteria:

e Peer-reviewed articles, government regulations, and
industry white papers focused on Indonesian SME:s,
cybersecurity governance, or digital innovation [2],

(31, [12], [15].

e Publications discussing new frameworks, empirical
data, or policy impacts related to Al, Zero Trust, or
quantum-safe security for SMEs [10], [15], [30].

Exclusion criteria:

e  Studies published prior to 2019.

e Literature not focused on Indonesia or Southeast
Asia, or lacking methodological rigor.

e Non-academic sources such as unverified news
articles or opinion pieces [2].
D. Literature Selection Flow

A multi-stage screening process was employed as
summarized in the PRISMA-style flowchart in Figure 4.

First, 152 records were identified via database searches and
18 additional records were found from grey literature such as
national reports and white papers.

After deduplication, 160 records remained and were
screened by title and abstract, followed by full-text assessment
of 75 articles for eligibility based on the inclusion and
exclusion criteria above.

Ultimately, 45 studies were included in the final synthesis.

Records identified via
database searching

l

Additional records
from grey literature

l

Records after
duplicates removed

l

Title/abstract
screened

Full-text assessed
for eligibility

l

Studies included in
synthesis

152

160

160

75

45

Fig. 4. PRISMA-style flowchart illustrating the selection of 45
studies included in this structured literature and policy review

E. Analytical Approach

A thematic analysis approach was employed to
systematically review, categorize, and synthesize findings into
major themes, including emerging threat vectors, SME
vulnerabilities, evolution of cybersecurity frameworks,
regulatory and compliance challenges, technology integration,
and strategic recommendations [2], [3], [12], [24].

Relevant evidence from the literature was then mapped
against both international best practices and Indonesian
regulatory contexts, allowing for the identification of key gaps,
current trends, and policy insights [15], [24].

IV. ADVANCED SOLUTIONS FOR INDONESIAN CYBERSECURITY
A. Shift from Traditional to Adaptive Cybersecurity

Initially, cybersecurity risk management in Indonesia was
compliance-centric, relying on static standards such as
ISO/IEC 27001 and routine audits. However, these
approaches have proven inadequate in addressing modern
threats such as Al-powered malware, loT-based attacks, and
advanced ransomware like LockBit 3.0.
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In response, Indonesia has started shifting toward adaptive
cybersecurity models that emphasize continuous risk
assessment, behavioral analytics, and automated threat
response. For SMEs, lightweight compliance frameworks
have become especially relevant for organizations with
limited resources:

e Lightweight compliance frameworks: A study in
Depok revealed that while 60.2% of SMEs manage
personal data, 93.5% were not yet compliant with
the 2022 PDP Law, highlighting the need for simple
yet effective frameworks [24].

e Adaptive maturity models: These lightweight
models guide SMEs to progress from basic "cyber
hygiene" to autonomous detection and response [25].

e Local cybersecurity literacy: Research in Bantul
showed that increased internet literacy significantly
improves SME cyber preparedness [26].

This transition marks a shift in paradigm from merely
"following standards" to proactively building resilience in the
face of Indonesia’s evolving threat landscape.

B. National Cybersecurity Roadmap and SME Readiness

Indonesia’s approach to national cybersecurity for SMEs
is increasingly structured around phased frameworks and the
integration of digital skills and organizational resilience. Key
academic and policy works highlight how stepwise adoption
of cybersecurity governance, skills-building, and Zero Trust
principles are being recommended for Indonesian SMEs in the
digital era [27], [28].

TABLE III
EXAMPLE STAGES OF CYBERSECURITY ROADMAP FOR INDONESIAN SMES

Stage Focus Area Sample Activities

Foundation Baseline SME digital skills training;
Assessment & first-time cyber risk
Awareness assessment

Development Implementation Piloting organizational
of Controls & cyber governance; early
Frameworks Zero Trust pilots

Acceleration Automation & Integrating advanced tools,
Ecosystem sharing threat intelligence,
Collaboration compliance

Recent research confirms that SMEs with higher digital
and cybersecurity skills are more likely to implement
structured governance and incident response [27]. In several
smart city projects, cyber resilience models have been
successfully piloted to foster practical awareness, especially
for small businesses [28]. The government’s annual cyber
landscape analysis underscores the importance of these efforts
and prioritizes continued SME participation and skills-
building as part of the national strategy [29].

C. Quantum and AI-Driven Threat Intelligence for
Indonesian Cybersecurity

The convergence of quantum computing and artificial
intelligence is fundamentally changing the cybersecurity
landscape in Indonesia. On one hand, the domestic market for
Al-powered cybersecurity solutions is expanding rapidly; on
the other, quantum computing is emerging as a disruptive risk,

urging organizations to accelerate post-quantum cryptography
adoption [30], [31].

According to industry analysis by Lucintel [33], Analysts
project significant growth in Indonesia’s cybersecurity
software market, potentially doubling by 2032, driven by
increased Al integration and regulatory demand.

Projected Growth of Indonesia’s Cybersecurity Software Market (2024-2032)
6.0

5.5
5.0
4.5

4.0

Market Value (USD Billion)

35

2024 2026 2028 2030 2032
Year

Fig. 5. Projected Growth of Indonesia’s Cybersecurity
Software Market (2024-2032) [33].

Figure 5 illustrates the steady and robust growth anticipated
for Indonesia’s cybersecurity software sector. This trend is
driven by widespread adoption of artificial intelligence,
increasing sophistication of cyber threats (including quantum
risk), and proactive investment in digital security by both
public and private actors. The government’s national strategy
has begun to emphasize the importance of exploring quantum-
safe infrastructure and Al-powered threat intelligence in
critical sectors [32], [33]. This signals not only market growth
but also a transformation in technological and regulatory
readiness.

Recent studies further highlight the importance of post-
quantum cryptography for securing Al-driven cloud
environments, with Indonesia emerging as an early adopter in
the region [30], [31]. IBM’s 2025 white paper positions
Indonesia as a regional leader in responsible Al governance
and adaptive security frameworks [32].

D. Strategic Recommendations for Cybersecurity Resilience
in Indonesia

Building sustainable national cybersecurity requires more
than technology adoption, it also demands institutional
collaboration, policy harmonization, and targeted capacity
building especially for Indonesia’s SMEs. Multiple studies
and government reports have identified practical steps to
accelerate this transformation [34], [35], [36].

TABLE III

KEY STRATEGIC RECOMMENDATIONS FOR NATIONAL AND SME
CYBERSECURITY IN INDONESIA

Area Recommended Action

SME Capacity | Mandatory cybersecurity and digital literacy
training; certification and affordable
consultancy support

Regulatory Ongoing socialization of Personal Data

Alignment Protection Law (UU PDP); clear guidelines for

SME compliance

Public-Private
Synergy

Multi stakeholder cyber simulation, industry
government knowledge sharing, and national
incident drills
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Incentivize adoption of Zero Trust, post-
quantum crypto pilots, and Al-powered threat
detection tools

Technology
Roadmap

Targeted outreach to finance, health, digital
government, and supply chain SMEs

Sectoral Focus

Source: Summarized from [34]-[36]

Recent research demonstrates that SMEs participating in
structured digital literacy and cyber hygiene programs are
three times more likely to report a successful cyber incident
response [34]. National reports urge for harmonized legal
frameworks and regular, inclusive policy workshops to
support grassroots adoption of cybersecurity measures [35],
[36]. Government and industry partnerships including
simulated cyber crisis exercises have been shown to foster
faster detection and recovery, while also cultivating a more
collaborative security culture.

V. CONCLUSIONS

This study provides an in-depth analysis of Indonesia’s
evolving cybersecurity risk management landscape, focusing
on SMEs and national infrastructure. By synthesizing national
frameworks, regulatory policies, digital literacy initiatives,
and technology adoption trends, several core findings and
implications are established.

First, our review of the current landscape reveals that
Indonesia faces a rapidly expanding attack surface due to the
accelerated digitalization of SMEs, critical infrastructure, and
government services. The SOCRadar 2024 Threat Landscape
Report identifies increasingly sophisticated attacks—ranging
from ransomware and supply chain intrusions to emerging
quantum-enabled threats—that pose risks to economic
stability and digital trust [39].

Second, the adoption of adaptive, multi-phase
cybersecurity roadmaps is critical. Evidence from BSSN and
multiple academic studies demonstrates that frameworks
incorporating Zero Trust principles, Al-driven detection, and
post-quantum cryptography pilots are not only feasible but
increasingly necessary for national resilience and regulatory
compliance. These frameworks help SMEs move beyond
basic cyber hygiene, enabling automated incident response,
risk-based controls, and alignment with the Personal Data
Protection Law (UU PDP) [37], [39].

Third, targeted digital literacy and cybersecurity training
programs deliver measurable improvements in SME
preparedness. Utomo and Setiyono [37] found that SMEs with
formal digital training achieved significant gains in both
operational effectiveness and security maturity. The Global
Cyber Alliance reported that over 90% of Indonesian MSMEs
in their 2024 pilot adopted security best practices after
structured training, showing the scalability and efficacy of
such interventions [38].

Fourth, the importance of policy harmonization and
public-private collaboration cannot be overstated. Indonesia’s
government, supported by national agencies (BSSN, OJK),
has facilitated cross-sectoral cyber drills, regulatory
workshops, and resource-sharing mechanisms strategies
identified in this study as crucial for rapid incident response
and widespread adoption of resilient practices [36], [39].

Despite this progress, several challenges remain. Many
SMEs struggle with resource constraints, uneven access to

digital training, and complex regulatory requirements.
Persistent gaps in compliance and the limited reach of
awareness programs suggest that further investment in
grassroots outreach, affordable consultancy, and adaptive
policy tools is needed.

Future research should:

e  Assess the long term impact of national cybersecurity
roadmaps at the SME level,

e Explore the effectiveness of public-private
partnerships in building cyber resilience,

e Monitor Indonesia’s preparedness for Al enabled and
quantum threats as new attack vectors emerge.

In summary, Indonesia is well-positioned to become a
regional cybersecurity leader if it continues to prioritize digital
literacy, technology adoption, adaptive policymaking, and
inclusive stakeholder collaboration. Ensuring that SMEs are
not left behind will be pivotal to sustaining national digital
trust and economic growth [37]-[39].
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